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DETAILED ACTION 
Acknowledgements 

1 . This Office Action is in response to Applicant's Amendment filed October 10, 2008. The 
Amendment has been entered. 

2. The previous objection to the Title and objections to Claims 1-4 and 8 are withdrawn; the 
previous 35 U.S.C. § 1 12, Second Paragraph rejections of Claims 1-7 are withdrawn; the 
previous 35 U.S.C. § 101 rejections of Claims 1-5, 7, and 8 are withdraw in light of Applicant's 
Amendment. 

3. Claims 1-8 have been amended. Claims 9 and 10 are newly added claims. 

4. Claims 1-10 are currently pending and have been examined. 

5. Claims 1-10 are rejected. 

6. This Office Action is made FINAL. 



Claim Rejections - 35 USC § 103 

7. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

8. Claims 1-3, 5, 6, and 8-10 rare rejected under 35 U.S.C. 103(a) as being unpatentable 
over Ginter et al., U.S. Patent No. 6,253,193 (hereinafter Ginter) in view of Hughes, U.S. Patent 
No. 6,748,537 (hereinafter Hughes). 

With respect to Claim 1, Ginter teaches a computer-readable storage medium 
comprising: 
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a first (i.e. PPE A, see Ginter, Column 218, Lines 33-38) execution file (i.e. 
contain executable code, see Ginter, Column 86, Lines 36-48) recorded on said 
computer-readable storage medium (i.e. stored in CD-ROM, see Ginter, Column 62, Line 
43 to Colunm 63, Line 17) using a copy protection mechanism (i.e. rights protection 
mechanism, see Ginter, Column 2, Line 61 through Column 3, Line 9), said first 
execution file including 

authenticating means for performing an authentication process with a 

second (i.e. PPE B, see Ginter, Column 218, Lines 33-38) execution file (i.e. 

establishes and authenticates, see Ginter, Column 12, Lines 33-39), 

key obtaining means for obtaining unique key information unique to said 

first execution file (i.e. unique session key, see Ginter, Column 219, Line 52 

through Column 220, Line 19), and 

transmitting means for transmitting said unique key information to said 

second execution file (i.e. Deliver protected session key, see Ginter, Column 219, 

Line 52 through Column 220, Line 19), 

an information processing apparatus including a processor (i.e. contains a 
processor to perform instructions, see Ginter, Column 59, Line 60 through Column 60, 
Line 8), said second execution file generates (i.e. decrypt secure information, see Ginter, 
Column 71, Lines 32-41; also see Column 200-201 for secure communication using 
keys) a content key (i.e. content . . . that may be encrypted using one or more content key, 
see Ginter, Column 130, Lines 25-40) from said unique key information (i.e. decryption 
keys, see Ginter, Colimrn 66, Lines 12-18; note that unique key information is a session 
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key now being used for decrypting), decrypts encrypted content using the content key 
(i.e. decrypt the object's content, see Ginter, Column 206, Line 61 through Column 207, 
Line 7), and reproduces the decrypted content (i.e. playing said music, see Ginter, 
Column 320, Line 62 through Column 321, Line 18). 

However, Ginter does not specifically teach wherein a file is executed when 
inserted into an information processing apparatus. 

Hughes does disclose wherein a file is executed when inserted into an information 
processing apparatus (i.e. player software on the CD is automatically executed, see 
Hughes, Column 3, Line 32 through Column 4, Line 4). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to automate execution of a file upon insertion, because it is convenient for users 
unfamiliar with electronic equipment and gives the content owner control over how 
content should be managed. 

As to Claim 2, see discussion of Claim 1 above. Ginter fiirther teaches wherein 
said unique key information is used to encrypt encryption key information for encrypting 
a content (i.e. Master Key, see Ginter, Column 212, Lines 12-38; note master key is a 
concept of communicating other keys in a secure way). 

As to Claim 3, see discussion of Claim 2 above. Ginter further teaches wherein at 
least one of said second execution file (i.e. code that is executed, see Ginter, Column 62, 
Line 58 through Column 63, Line 17) and said content is recorded on said computer- 
readable storage medium (i.e. encrypting information before storing it, see Ginter, 
Colimm 62, Line 42 through Column 63, Line 17). 
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With respect to Claim 5, Ginter teaches an information processing apparatus (i.e. 
circuit, see Ginter, Column 59, Line 60 through Column 60, Line 8) into which a 
computer-readable storage medium is inserted (i.e. stored in CD-ROM, see Ginter, 
Colunm 62, Line 43 to Column 63, Line 17), said computer-readable storage medium 
including a first (i.e. PPE A, see Ginter, Column 218, Lines 33-38) execution file (i.e. 
contain executable code, see Ginter, Column 86, Lines 36-48) recorded using a copy 
protection mechanism (i.e. rights protection mechanism, see Ginter, Column 2, Line 61 
through Column 3, Line 9), said information processing apparatus comprising: 

a processor (i.e. contains a processor to perform instructions, see Ginter, Coliimn 
59, Line 60 through Column 60, Line 8); and 

a second (i.e. PPE B, see Ginter, Column 218, Lines 33-38) execution file for 
reproducing (i.e. playing said music, see Ginter, Column 320, Line 62 through Column 
321, Line 18) and encrypted content (i.e. decrypt the object's content, see Ginter, Column 
206, Line 61 through Coliimn 207, Line 7; note that the content is encrypted for 
decryption), 

wherein said second execution file includes authenticating means for performing 
an authentication process with said first execution file (i.e. three-way X.509 public key 
protocol steps, see Ginter, Column 218, Line 60 through Column 220, Line 19), key 
generating means for generating (i.e. decrypt secure information, see Ginter, Column 71, 
Lines 32-41; also see Column 200-201 for secure communication using keys) encryption 
key information (i.e. content . . . that may be encrypted using one or more content key, see 
Ginter, Colunm 130, Lines 25-40) based on unique key information obtained fi-om said 
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first execution file (i.e. decryption keys, see Ginter, Column 66, Lines 12-18; note that 
unique key information is a session key now being used for decrypting), decrypting 
means for decr5rpting said encrypted content using said encryption key information (i.e. 
decrypt the object's content, see Ginter, Column 206, Line 61 through Column 207, Line 
7), and reproducing means for reproducing the decrypted content (i.e. playing said music, 
see Ginter, Column 320, Line 62 through Column 321, Line 18). 

However, Ginter does not specifically teach wherein file is executed when said 
computer-readable storage medium is inserted into the information processing apparatus. 

Hughes does disclose wherein file is executed when said computer-readable 
storage medium is inserted into the information processing apparatus (i.e. player software 
on the CD is automatically executed, see Hughes, Column 3, Line 32 through Column 4, 
Line 4). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to automate execution of a file upon insertion, because it is convenient for users 
unfamiliar with electronic equipment and gives the content owner control over how 
content should be managed. 

As to Claim 6, see discussion of Claim 5 above. Ginter flirther teaches wherein 
said encrypted content is recorded on one of said computer-readable storage medium (i.e. 
encrypting information before storing it, see Ginter, Column 62, Line 42 through Column 
63, Line 17; note secondary storage is computer-readable storage medium), in said 
information processing apparatus, and in a different information processing apparatus 
(i.e. semiconductor memory, see Ginter, Column 21, Lines 5-42). 
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With respect to Claim 8, Ginter teaches an information processing method of an 
information processing apparatus (i.e. contains a processor to perform instructions, see 
Ginter, Column 59, Line 60 through Column 60, Line 8), a computer-readable storage 
medium (i.e. stored in CD-ROM, see Ginter, Column 62, Line 43 to Column 63, Line 17) 
having a first (i.e. PPE A, see Ginter, Column 218, Lines 33-38) execution file (i.e. 
contain executable code, see Ginter, Column 86, Lines 36-48) recorded therein using a 
copy protection mechanism (i.e. rights protection mechanism, see Ginter, Coliram 2, Line 
61 through Column 3, Line 9), said information processing method comprising: 

performing by a processor (i.e. contains a processor to perform instructions, see 
Ginter, Column 59, Line 60 through Column 60, Line 8), authentication process with said 
first execution file (i.e. three-way X.509 public key protocol steps, see Ginter, Column 
218, Line 60 through Column 220, Line 19); generating (i.e. decrypt secure information, 
see Ginter, Column 71, Lines 32-41; also see Column 200-201 for secure communication 
using keys) encryption key information (i.e. content . . . that may be encrj^ted using one 
or more content key, see Ginter, Column 130, Lines 25-40) based on unique key 
information obtained fi-om said first execution file (i.e. decryption keys, see Ginter, 
Column 66, Lines 12-18; note that unique key information is a session key now being 
used for decrypting); 

decrypting an encrypted content using said encryption key information (i.e. 
decrj^t the object's content, see Ginter, Column 206, Line 61 through Column 207, Line 
7); and 
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reproducing the decrypted content (i.e. playing said music, see Ginter, Column 
320, Line 62 through Column 321, Line 18). 

However, Ginter does not specifically teach into which a computer-readable 
storage medium is inserted. 

Hughes does disclose into which a computer-readable storage medium is inserted 
(i.e. when the storage medium is inserted, see Hughes, Column 3, Line 32 through 
Column 4, Line 4). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to create an computer-readable storage medium that can be inserted, because it 
is a removable medium is convenient to transport across different equipment (see 
Hughes, Column 2, Lines 7-50). 

As to Claim 9, see discussion of Claim 2 above. Ginter further teaches wherein at 
least one of said second execution file (i.e. execute VDE related instructions, see Ginter, 
Column 21, Lines 5-42) and said content is recorded in said information processing 
apparatus (i.e. semiconductor memory, see Ginter, Column 21, Lines 5-42). 

As to Claim 10, see discussion of Claim 2 above. Ginter teaches the invention 
substantially as claimed. However, Ginter does not specifically teach wherein at least one 
of said second execution file and said content is recorded in a different information 
processing apparatus. 

Hughes does disclose wherein at least one of said second execution file and said 
content is recorded in a different information processing apparatus (i.e. transferred to 
another computer, see Hughes, Column 2, Lines 22-50). 
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It would have been obvious to one of ordinary skill in the art at the time of the 
invention to store content in a second (i.e. PPE B, see Ginter, Column 218, Lines 33-38) 
apparatus, because this reduces the memory load necessary for the first apparatus. 
9. Claims 4 and 7 are rejected under 35 U.S. C. 103(a) as being unpatentable over Ginter in 
view of Hughes as applied to Claims 1-3 above, and further in view of Matsuyama et al., U.S. 
Patent Application Publication 2002/0026581 (hereinafter Matsuyama). 

With respect to Claim 4, Ginter and Hughes disclose the invention substantially 
as claimed. However, Ginter and Hughes do not specifically disclose encrypting digital 
signature information attached to said content; and said transmitting means transmits said 
content to said second execution file based on said digital signature information. 

Matsuyama does teach encrypting digital signature information attached to said 
content (i.e. attach his/her signature encrypted with the private key to a document, see 
Matsuyama, T1169); and said transmitting means transmits said content to said second 
execution file based on said digital signature information (i.e. transmitted by means of 
encryption using the public key certificate, see Matsuyama, ^165; also see T|160-169). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to encrypt digital signature information and transmit data as taught by 
Matsuyama, because digital signature can verify the authenticity of the sender (see 
Matsuyama, T1166). 

With respect to Claim 7, Ginter and Hughes disclose the invention substantially 
as claimed. Ginter further teaches said unique key information is used to encrypt 
encryption key information (i.e. Master Key, see Ginter, Column 212, Lines 12-38; note 
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master key is a concept of communicating other keys in a secure way). However, Ginter 
and Hughes do not specifically disclose encrypting digital signature information attached 
to said encrypted content, and receiving means for receiving said encrypted content based 
on said digital signature. 

Matsuyama does teach encrypting digital signature information attached to said 
encrypted content (i.e. attach his/her signature encrypted with the private key to a 
document, see Matsuyama, T|169), and receiving means for receiving said encrypted 
content (i.e. Upon reception of the document, see ^169) based on said digital signature 
(i.e. transmitted by means of encryption using the public key certificate, see Matsuyama, 
11165; also see 11160-169). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to encrypted digital signature information and transmit data as taught by 
Matsuyama, because digital signature can verify the authenticity of the sender (see 
Matsuyama, 11166). 



Response to Arguments 

10. Applicant's amendments have overcome the Objections, Rejections under 35 U.S.C. § 
1 12, Second Paragraph, and Rejections under 35 U.S.C. § 101 from the previous Office Action. 
The previous objection to the Title and objections to Claims 1-4 and 8 are 
withdrawn in light of Applicant's amendments to the Title and Claims 1 and 8. 

The previous 35 U.S.C. § 1 12 Second Paragraph rejections of Claims 1-7 are 
withdrawn in light of Applicant's amendments to Claims 1-7. 
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The previous 35 U.S.C. § 101 rejections of Claims 1-5, 7, and 8 are withdraw in 
light of Applicant's amendments to Claims 1,5, and 8. 
1 1 . Applicant's arguments filed October 10, 2008 with respect to Claims 1-8 have been 
considered but are moot in view of the new ground(s) of rejection. Applicant's amendment 
necessitated the new ground(s) of rejection. 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS fi-om the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to EMILE SU whose telephone number is (571)270-7040. The 
examiner can normally be reached on Monday - Friday, 8:00 a.m. - 5:00 p.m., EST. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, CHARLES R. KYLE can be reached on (571) 272-6746. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an apphcation may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/EMILE SU/ 
Examiner, Art Unit 4156 
November 13, 2008 



/Charles R. Kyle/ 

Supervisory Patent Examiner, Art Unit 4156 



